








The BigFix Family

Your investment in BigFix can transform endpoint management,
reduce software costs and provide 360-degree visibility. BigFix
customer have dramatically consolidated IT tools and endpoint
agents, while supporting new work paradigms such as work from
home initiatives.

The BigFix family includes:

« BigFix Inventory—Enables users to discover and analyze
applications installed on desktops, laptops, and servers; and to
drill-down for information about software publishers, titles, and
applications—down to the version level. Inventory provides
valuable insight into what the organization owns, what it has
installed but does not own, and details about how often the
software is being used.

« BigFix Lifecycle—Quickly discover, secure, and manage
hundreds of thousands of endpoints within hours or minutes,
and provides an automated, simplified, patch process that
achieves greater than 98% first-pass patch success rates across
on-premise, roaming or cloud endpoints running Windows,
UNIX, Linux, macOS. BigFix Lifecycle also includes OS
provisioning, software deployment, remote control, server
automation, power management, Insights advanced analytics
platform, Modern Client Management and integration with
leading vulnerability management systems.

« BigFix Insights Analytics Platform—Enables organizations to
combine BigFix data with data from third-party solutions so that
users can quickly visualize enterprise trends, prioritize and
automate responses to the endpoint issues that matter most to
the organization. The results are quick response, streamlined
processes and improved compliance. BigFix Insights is included
in both BigFix Lifecycle and BigFix Compliance.

* Key Integrations—Enhance staff productivity of the IT and
security organizations and increase your return on investment
by automating endpoint management processes and endpoint
data used by various stakeholders. For example, two of the
newest integrations available from HCL include:

BigFix Insights for Vulnerability Remediation Module - Speeds
remediation of vulnerabilities found in leading vulnerability
management systems by automating the correlation of scan
data with BigFix Fixlets. The module is available to licensed
users of BigFix Lifecycle V10 or BigFix Compliance V10.

BigFix ServiceGraph Connector - Enables response
organizations to harness the wealth of near real-time endpoint
data that BigFix makes available to automatically enrich
ServiceNow® CMDB.

Contact your BigFix Specialist to learn about other, available
integrations.

Why BigFix?

BigFix is built on a unique, highly scalable infrastructure that
distributes decision making out to the endpoints. This provides
extraordinary functional and performance benefits across the entire
BigFix family of solutions while reducing the cost of endpoint
management and infrastructure complexity.

BigFix features:

A single intelligent agent—The BigFix agent performs multiple
functions, including continuous self-assessment and policy
enforcement, with minimal impact on system performance. It
initiates actions in an intelligent manner, sending messages
upstream to the central management server and pulling patches,
configurations, or other information, to the endpoint in real-time.
The BigFix agent runs on more than 90 operating systems across
Windows, Linux, UNIX, and macOS.

BigFix Fixlets™—BigFix Fixlets are automation scripts that
simplify daily operations and repetitive activities. BigFix provides
more than 500,000 Fixlets out of the box and the HCL BigFix
team is continuously updating the library by delivering an average
of 130 new Fixlets a month. BigFix users, business partners, and
developers can create custom Fixlets to implement custom
policies and endpoint services. A community library of Fixlets is
available on BigFix.me.

Highly scalable architecture—A single BigFix management server
can manage up to 250,000 physical and virtual computers, over
private or public networks. Managed endpoints may include
servers, desktops, roaming laptops, endpoints in the cloud, and
specialized devices such as point-of-sale (POS) devices,
Automatic Teller Machines (ATMs), and self-service kiosks.

Multicloud support—Cloud endpoints can be easily discovered
and viewed alongside traditional endpoints using BigFix. Knowing
what you have is half the battle, and BigFix allows organizations
to deploy the BigFix agent on cloud endpoints for complete
visibility, control, and security. It allows you to manage endpoints
running in multiple cloud environments simultaneously - such as
Amazon Web Services, Microsoft Azure, Google Cloud Platform
and VMWare - alongside other endpoints managed by BigFix.
physical and other on-prem endpoints.
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For more information

To learn more about BigFix, contact your HCL Software
representative, HCL Business Partner, or visit www.BigFix.com.

About HCL Software

HCL Software is a division of HCL Technologies that develops and
delivers a next-generation portfolio of enterprise-grade
software-based offerings with flexible consumption models,
spanning traditional on-premises software, Software-as-a-Service
(SaaS),and bundled managed services. We bring speed, insights and
innovations (big and small)to create value for our customers. HCL
Software areas include DevOps, Security, Automation, Application
Modernization, Data and Integration Infrastructure, and several
Business Applications. HCL embraces the real-world complexity of
multi-mode IT that ranges from mainframe to cloud and everything
in between while focusing on customer success and building
‘Relationships Beyond the Contract.
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