AppScan
FAST • ACCURATE • AGILE
APPLICATION SECURITY TESTING

About AppScan
HCL AppScan is an application security testing platform that helps software developers detect and
remediate vulnerabilities by leveraging artificial intelligence and machine learning to enforce security
best practices and compliance. AppScan’s powerful static, dynamic, interactive, and open-source
scanning engines can deploy in every phase of the development lifecycle, test web applications, APIs,
and mobile applications, effectively speeding development and reducing remediation time. AppScan’s
scanning engines are maintained by expert security researchers and continuously updated to remain
current with new technologies, vulnerabilities, and attack vectors.
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The HCL AppScan Suite Includes:
AppScan
Standard

AppScan
Source

AppScan
Enterprise

AppScan
On Cloud

AppScan Standard is a dynamic application security testing (DAST)
desktop tool designed for security experts and pen-testers alike. Using a
powerful scanning engine, AppScan automatically crawls the target app and
tests for vulnerabilities.

AppScan Source is an on-premise static application security testing
(SAST) tool. It helps organizations test applications and APIs for potential
vulnerabilities earlier in the development process. Customers who adopted
a shift-left security approach and created secure development frameworks
with AppScan significantly reduced remediation costs and risks.

AppScan Enterprise is a scalable application security testing tool offering
SAST, DAST, IAST and risk-management capabilities, to help enterprises
manage risk and compliance. AppScan enables security and development
teams to collaborate, establish policies and perform testing throughout the
application development lifecycle.

AppScan on Cloud (ASoC) is a comprehensive suite of application
security testing software available as a service, including SAST, DAST,
IAST, and SCA. Customers can start scanning their applications without
installing any software or infrastructure to get started leveraging this solution
as a flexible and scalable cloud based platform.

AppScan CodeSweep
HCL AppScan CodeSweep is a free to use security tool,
designed for beginners and professionals alike, who need
a quick, simple, and platform friendly program.

CodeSweep Offers
• AppScan’s SAST Scanning Engine
• Secure as you code with our new AutoFix feature
• Support for over 30+ languages/frameworks
• Easy Integration with AppScan on Cloud
• On the fly security testing
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Dependable Application Security Testing
with HCL AppScan
A platform that facilitates continuous application security is crucial to a secure enterprise. A commitment to secure
technological innovation, driven by powerful scanning engines, AppScan provides scalable application security testing
across static, dynamic, interactive and open source testing with risk-management dashboards that enable visibility into
risk and compliance. Security and development teams can collaborate, establish policies, and scale testing throughout the
application development lifecycle.

Secure
DevOps

Focus on
the Fix

Enterprise
Management

Enable effective scanning
technology for Secure
DevOps with beautifully
designed and
simple-to-use tools and
dashboards.

Reduce overall
remediation time with
self-correlating findings,
targeted guidance, and
developer-assisted
services.

Improve governance
with enterprise-level
control, visibility,
scalability, and
performance.

Get Secure DevOps with HCL Software
Interested in implementing DevSecOps to
enable enterprise level security?
HCL Software offers an extensive suite of
DevOps solutions that compliments HCL
AppScan and enables businesses to transition
into a complete DevSecOps solution.
LEARN MORE
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What’s new in AppScan V10.0.6
V10.0.6 will offer new supporting languages and IDEs platforms for our SAST offering and an enhanced user
experience in our AppScan Standard Technology Preview Code. This release also delivers new security updates,
reporting options, and a new summary section for regulatory compliance reports.

What’s new in HCL AppScan Enterprise V10.0.6
• Improved Common Access Card (CAC) Authentication using client certificates with
Subject Alternative Name (SAN) attribute is now supported.
• Regulatory Compliance Reports now offer new summary section designed to help with compliance and auditing needs.
• Security Assertion Markup Language (SAML) Single Sign-On with Microsoft Active Directory Federation Services
(ADFS) is now supported.
• Jobs search API is now accessible by non-administrator users as well.
For more information about our AppScan Enterprise enhancements, visit our Customer Support page.

What’s new in HCL AppScan Source V10.0.6
• Now offers newly supported Rider IDEs platforms: IntelliJ, PHP Sotrm, WebStorm, and PyCharm Support.
• Dart language support
• Java, .NET & C/C++ additional scanning modes (scan at the speed of DevOps)
• Remediation information in Industry standard reports
• Fix Groups in Visual Studio
• Tech Preview for new approach to SAST
For more information about our AppScan Source enhancements, visit our Customer Support page.

What’s new in HCL AppScan Standard V10.0.6
• A new AppScan experience is on the way! We’ve prepared a Technology Preview Code version of the new AppScan
Standard with a greatly improved user experience and the same powerful DAST scanning engine. This is still an
evolving version and will slowly phase in through future releases. To learn more or to take it for a free trial run right now!
Click here
• Reports (XML, PDF, HTML and Word) now include the same general content and structure as the user interface.
• Regulatory Compliance Reports now offer a new summary section, designed to help with compliance and
auditing needs.
For more information about our AppScan Standard enhancements, visit our Customer Support page.
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AppScan
Stay Connected

About HCL Software
HCL Software is a division of HCL Technologies (HCL) that operates its primary software business. It develops, markets, sells, and supports over 20
product families in the areas of DevOps, Automation, Digital Solutions, Data Management, and Mainframes. HCL Software has odes and labs around
the world to serve thousands of customers. Its mission is to drive ultimate customer success with their IT investments through relentless innovation of its
products. For more information, please visit www.hcltechsw.com.
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